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IPSecuritas Configuration Instructions

WatchGuard Firebox

Introduction

This document describes the steps necessary to establish a protected VPN connection between a Mac
client and a WatchGuard Firebox router/firewall. All information in this document is based on the
following assumed network.

Dial-Up or
Broadband

Remote LAN
194.22.234.0/24

WatchGuard

Roadwarrior Firebox

WatchGuard Firebox VPN Setup

I

This section describes the necessary steps to setup the WatchGuard Firebox to accept incoming

connections.

Create New IPSec Configuration

Add a new manual IPSec configuration for a Branch Office VPN (menu Network).

f"! D:\WatchGuard' 7.41'\KoniTest.cfg * - Policy Manager
File Edit Setup | Network Yiew Help

| B & g4 22 Comratn.. BT
—_——— Routes...
Configured Service
FYe) DHCP Server...
§ d
«0 &J:
DVYCP Client...
DYCP Server...

Branch Office VPN
{3{ Remote User ...
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Add a New Gateway

Before IPSec tunnel can be created, a gateway need be added. In the appearing window, press the
button Gateway to open the gateway editor.

IPSec Routing Policies: 0K |
Local Addresses | Remote Addresses | Disposition [ Tunnel [ b: Cancel |

Tunnels... |
Logging... |
License... |

Help |

< | i

Move Up IMoveDowg Add... | Edit | Bemo el

A new window with all available gateways is displayed. Press Add to create a new gateway.

Configure Gateways [ X|

You have enough branch office IPSec gateway licenses for 100 more oK.
IPSec gateways.

Cancel

Name Type IP Address —
I £ I I License... I

Help

Edit | Bemove |

Tunnels I
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Set the properties of the new gateway as depicted below, except for the Gateway Identifier, which
you may change to your liking, and the Shared Key, which you should choose a secure password for.
Please keep in mind to set them accordingly when configuring IPSecuritas.

Remote Gateway m

Name: |M yHomeMac

Key Negotiation Type:lisakmp [dynamic) j

| oK I

Cancel |

Remote ID Type: IUser Name ﬂ Help I

QatewaylPAddress:l S
Gateway |dentifier: lme@home.org

(¢ Shared Key: |MySecret

" Firebox Certificate

<< Less |

~ Phase 1 Settings:

Local ID Type: I'P Address v I

Local Identifier I

Authentication: [SHATHMAC = Negotiation Timeouts
I—_,U = s
Frapsten l—_lDES-CBC = = kilobytes

Diffie-Hellman Group: I‘I vl |8 i| hours

" Enable Perfect Forward Secrecy
[V Enable Agaressive Mode

If you're done, press OK. The new gateway should now be displayed in the gateway list.

Configure Gateways

You have enough branch office IPSec gateway licenses for 99 more
IPSec gateways.

[ o |

Cancel

Name I Type I IP Address |

E MyHomeMac

isakmp

License...

Help

i

Tunnels... I Add... | Edit... | Eemovel
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Create New Tunnel

In order to add an IPSec tunnel to the gateway, press the button Tunnel at the bottom left side of the
window. A new window with an empty tunnel list is displayed.

Gateway I Name | Type | (1]

Cancel

Help |

Add... I Edit | Eem:‘:xwel

Press the button Add to create a new tunnel for the selected gateway. Select the newly created gateway
in the appearing window, then press OK.

Select Gateway E3

Cancel |

The tunnel configuration window is displayed. Set a descriptive name for future reference of the tunnel.

Configure Tunnel E3

Identity I Phase 2 Settings ]

Name: |M yTunnelToMac

Gateway used by this tunnel: MyHomeMac

0K I Cancel Help
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Set the phase 2 properties as shown in th eimage below.

Configure Tunnel E3

Identity Phase 2 Settings |

— Security Association Proposal [SAP)

Type: I ESP [Encapsulated Security Payload) LI
Authentication: |SHAT-HMAC ~]
Encryption: I 3DES-CBC LI

[V Force key expiration:

every IU _IZZI kilobytes
every |24 _|::l hours

(1] I Cancel Help

Once you pressed the OK button, the tunnel should be displayed in the tunnel list.

| Gateway I Name | Type | (1]

Cancel

Help |

MyHomeMac MyTunnelT oMac

add.. | Edi. | Remove |
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Create a New Routing Policy

In order to tell the router which traffic needs to be routed through the tunnel, you need to add a routing
policy. For this, press the button Add in the first IPSec Configuration window:.

IPSec Configuration

|PSec Routing Policies: K

Local Addresses I Remote Addresses | Disposition | Tunnel | Ds

Cancel
Gateways...
Tunnels...
Logaing...

License...

Help

daddlGs

|

Move Up IMoveDownl

In the appearing window, set the two endpoints you want to connect. The local enpoint is a single
address or more commonly a network that you want to access remotely.

Specify a single address for the remote endpoint. It is recommened to use addresses from the private
address spaces defined in RFC 1918 for the client address.

Fille the other parameter as shown in the image below (chosse the tunnel you just created).

Add Routing Policy E3
Local [Network |[194.22 2340 /24
Remote |Host v”‘IU 11129 Cancel I
Disposition: Isecure VI << Less I

Tunnel: |MyT unnelToMac j

Dst Port: IU Protocol: I" VI Src Port: |U
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Once you pressed the OK button, the new policy should be shown in the policy list. You may add more
policies for each network that you want make remotely available and for each additional remote client.

IPSec Routing Policies: oK I
ﬁl;ocal Addresses | Remote Addresses I Disposition | Tunnel | Ds Cancel I
=5194.22234.0/24 10111213 secure MyTunnelToMac 0

Gateways... |
Tunnels... I
Loagging... I
License... |
Help |
| | 2l
Move Up | Move Down I Edit... Remove

You may now proceed with the setup of IPSecuritas described in the next chapter.
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IPSecuritas Setup

This section describes the necessary steps to setup IPSecuritas to connect to the WatchGuard Firebox
router.

Start Wizard

Unless it is already running, you should start IPSecuritas now. Change to Connections menu and
select Edit Connections (or press $8-E). Start the Wizard by clicking on the following symbol: &

Enter Name of New Connection

Enter a name for the connection (any arbitrary
Connection Wizard

name).
Welcome to the connection setup wizard, which
will help you to configure the most common . . ) )
setups. Click on the right arrow to continue with the
Please enter the name of this connection into the next step.
field below:
Name: Office

( Cancel ) E

Select Router Model

Select WatchGuard Firebox from the

Firewall Model . .
ke manufacturer list and Firebox from the model

Please choose the firewall manufacturer and the

specific device from the lists below: list.
Manufacturer: | Watchguard I Click on the right arrow to continue with the
Model: | Firebox - next step.

Enter Router’s Public IP Address

Enter the public IP address or hostname of
your WatchGuard Firebox router. In case your
ISP assigned you a dynamic IP address, you
should register with a dynamic IP DNS service

Address: firewall.mycompany.com (like http://www.dyndns.org).

E ples: firewall.myc com
or . . . .
12332111 Click on the right arrow to continue with the

next step.

Firewall Public IP Address or Hostname

Please enter the public IP address or the
hostname of the into the text field:

Cana) [l



http://www.dyndns.org
http://www.dyndns.org
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Enter a Virtual IP Address

Enter the virtual local IP address you used for

Local Address .. . .
, the remote endpoint in the routing policy
Please select which local IP address should . . .
e wisiTleiwthimanaeatnorkis): configuration while setting up the WatchGuard
router (see Create a New Routing Policy

() This machine's real IP address
® A virtual address (please specify)

10.11.12.13
Example: 10.1.2.3

above).

Click on the right arrow to continue with the
next step.

(" Cancel ) E]E]

Enter Remote Network

Enter the remote network address and

Remote Network
netmask (please note that the netmask needs

Please enter the remote network's address

and netmask: to be entered in CIDR format). This has to
match with the routing policy settings of the
10422 234.0 °T22] ‘WatchGuard Firebox.

Example: 192.168.1.0/ 24 . . . .
Click on the right arrow to continue with the

next step.

( Cancel ) E]

Enter Preshared Key

Enter the same Preshared Key that you used
for the WatchGuard Firebox.

Authentication

Please enter your preshared secret:

Click on the right arrow to finish the
connection setup.

G (4>
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Diagnosis
Reachability Test

To test reachability of the remote host, open an Terminal Window (Utilities -> Terminal) and enter
the command ping, followed by the WatchGuard Firebox local IP address. If the tunnel works
correctly, a similar output is displayed:

[MacBook:~] root# ping 194.22.234.1
PING 194.22.234.1 (194.22.234.1): 56 data bytes

64 bytes from 194.22.234.1: icmp_seq=0 ttl=64 time=13.186 ms
64 bytes from 194.22.234.1: icmp_seg=1 ttl=64 time=19.290 ms

64 bytes from 194.22.234.1: icmp_seq=2 ttl=64 time=12.823 ms

10



