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Introduction

This document describes the steps necessary to establish a protected VPN connection between a Mac client and a Linksys WRV200 router/firewall. All information in this document is based on the following assumed network.
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<Insert Make and Model here> Setup

This section describes the necessary steps to setup the <Insert Make and Model here> to accept incoming connections.

· Step 1
Insert step by step setup of router here.

· Step 2
· etc.
IPSecuritas Setup

This section describes the necessary steps to setup IPSecuritas to connect to the <Insert Make and Model here> router.

Describe IPSecuritas setup in the following section

· Start Wizard
Unless it is already running, you should start IPSecuritas now. Change to Connections menu and select Edit Connections (or press ⌘-E). Start the Wizard by clicking on the following symbol: 
[image: image3]
· Enter Name of New Connection
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Enter a name for the connection (any arbitrary name).

Click on the right arrow to continue with the next step.

· Select Router Model
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Select Linksys from the manufacturer list and WRV200 from the model list.

Click on the right arrow to continue with the next step.

· Enter Router‘s Public IP Address
[image: image6..pict]
Enter the public IP address or hostname of your Linksys WRV200 router. In case your ISP assigned you a dynamic IP address, you should register with a dynamic IP DNS service (like http://www.dyndns.org).

Click on the right arrow to continue with the next step.

· Enter a Virtual IP Address
[image: image7..pict]
Enter a virtual local IP address. This address appears as the source address of any packet going through the tunnel. If no address is specified, the real local IP address is used instead.

In order to prevent address collisions between the local network and the remote network, it is recommended to use an address from one the ranges reserved for private network (see RFC 1918).

Click on the right arrow to continue with the next step.

· Enter Remote Network
[image: image8..pict]
Enter the remote network address and netmask (please note that the netmask needs to be entered in CIDR format). This has to match with the settings of the Linksys WRV200.

Click on the right arrow to continue with the next step.

· Enter Preshared Key
[image: image9..pict]
Enter the same Preshared Key that you used for the Linksys WRV200 (see main IPSec configuration page on page 3).

Click on the right arrow to finish the connection setup.

Diagnosis

· Reachability Test
To test reachability of the remote host, open an Terminal Window (Utilities -> Terminal) and enter the command ping, followed by the Linksys WRV200 local IP address. If the tunnel works correctly, a similar output is displayed:

[MacBook:~] root# ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from 10.1.1.1: icmp_seq=0 ttl=64 time=13.186 ms

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=19.290 ms

64 bytes from 10.1.1.1: icmp_seq=2 ttl=64 time=12.823 ms

· Sample <Insert Make and Model here> Log Output
The following is a sample log file from IPSecuritas after a successful connection establishment:

285   [Tue 05:56:52]  packet from 192.168.215.2:500: received and ignored informational message

286   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [RFC 3947] method set to=109 

287   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [8f8d83826d246b6fc7a8a6a428c11de8]

288   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [439b59f8ba676c4c7737ae22eab8f582]

289   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [4d1e0e136deafa34c4f3ea9f02ec7285]

290   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [80d0bb3def54565ee84645d4c85ce3ee]

291   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [9909b64eed937c6573de52ace952fa6b]

292   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-03] meth=108, but already using method 109

293   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-02] meth=107, but already using method 109

294   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-02_n] meth=106, but already using method 109

295   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [16f6ca16e4a4066d83821a0f0aeaa862]

296   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-00]

297   [Tue 05:56:52]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [4048b7d56ebce88525e7de7f00d6c2d380000000]

298   [Tue 05:56:52]  packet from 192.168.215.2:500: received Vendor ID payload [Dead Peer Detection]

299   [Tue 05:56:52]  "TunnelA"[1] 192.168.215.2 #3: responding to Main Mode from unknown peer 192.168.215.2

300   [Tue 05:56:52]  "TunnelA"[1] 192.168.215.2 #3: transition from state STATE_MAIN_R0 to state STATE_MAIN_R1

301   [Tue 05:56:52]  "TunnelA"[1] 192.168.215.2 #3: STATE_MAIN_R1: sent MR1, expecting MI2

302   [Tue 05:56:52]  "TunnelA"[1] 192.168.215.2 #3: NAT-Traversal: Result using 3: both are NATed

303   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: transition from state STATE_MAIN_R1 to state STATE_MAIN_R2

304   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: STATE_MAIN_R2: sent MR2, expecting MI3

305   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: Main mode peer ID is ID_IPV4_ADDR: '192.168.215.2'

306   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: I did not send a certificate because I do not have one.

307   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: transition from state STATE_MAIN_R2 to state STATE_MAIN_R3

308   | NAT-T: new mapping 192.168.215.2:500/4500)

309   | pfkey_lib_debug:pfkey_msg_parse: satype 0 conversion to proto failed for msg_type 2 (update). 

310   | pfkey_lib_debug:pfkey_msg_build: Trouble parsing newly built pfkey message, error=-22. 

311   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #2: pfkey_msg_build of Add SA esp.690eab57@192.168.215.224 failed, code -22

312   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: [WRV200 Response:] ISAKMP SA established

313   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: STATE_MAIN_R3: sent MR3, ISAKMP SA established {auth=OAKLEY_PRESHARED_KEY cipher=oakley_3des_cbc_192 prf=oakley_sha group=modp1024}

314   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: Dead Peer Detection (RFC 3706): enabled

315   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: ignoring informational payload, type IPSEC_INITIAL_CONTACT

316   [Tue 05:56:53]  "TunnelA"[1] 192.168.215.2 #3: received and ignored informational message

317   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: responding to Quick Mode {msgid:c6096ebd}

318   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: transition from state STATE_QUICK_R0 to state STATE_QUICK_R1

319   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: STATE_QUICK_R1: sent QR1, inbound IPsec SA installed, expecting QI2

320   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: Dead Peer Detection (RFC 3706): enabled

321   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: transition from state STATE_QUICK_R1 to state STATE_QUICK_R2

322   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: [WRV200 Response:] IPSec SA established

323   [Tue 05:56:54]  "TunnelA"[1] 192.168.215.2 #4: STATE_QUICK_R2: IPsec SA established {ESP=>0x05bfba20 <0x690eab58 xfrm=3DES_0-HMAC_MD5 NATD=192.168.215.2:4500 DPD=enabled}

324   [Tue 05:57:02]  "TunnelA"[1] 192.168.215.2 #3: received Delete SA(0x05bfba20) payload: deleting IPSEC State #4

325   [Tue 05:57:03]  "TunnelA"[1] 192.168.215.2 #3: received and ignored informational message

326   [Tue 05:57:03]  "TunnelA"[1] 192.168.215.2 #3: received Delete SA payload: deleting ISAKMP State #3

327   [Tue 05:57:03]  packet from 192.168.215.2:4500: received and ignored informational message

328   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [RFC 3947] method set to=109 

329   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [8f8d83826d246b6fc7a8a6a428c11de8]

330   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [439b59f8ba676c4c7737ae22eab8f582]

331   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [4d1e0e136deafa34c4f3ea9f02ec7285]

332   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [80d0bb3def54565ee84645d4c85ce3ee]

333   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [9909b64eed937c6573de52ace952fa6b]

334   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-03] meth=108, but already using method 109

335   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-02] meth=107, but already using method 109

336   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-02_n] meth=106, but already using method 109

337   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [16f6ca16e4a4066d83821a0f0aeaa862]

338   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [draft-ietf-ipsec-nat-t-ike-00]

339   [Tue 05:57:04]  packet from 192.168.215.2:500: ignoring unknown Vendor ID payload [4048b7d56ebce88525e7de7f00d6c2d380000000]

340   [Tue 05:57:04]  packet from 192.168.215.2:500: received Vendor ID payload [Dead Peer Detection]

341   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: responding to Main Mode from unknown peer 192.168.215.2

342   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: transition from state STATE_MAIN_R0 to state STATE_MAIN_R1

343   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: STATE_MAIN_R1: sent MR1, expecting MI2

344   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: NAT-Traversal: Result using 3: no NAT detected

345   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: transition from state STATE_MAIN_R1 to state STATE_MAIN_R2

346   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: STATE_MAIN_R2: sent MR2, expecting MI3

347   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: Main mode peer ID is ID_IPV4_ADDR: '192.168.215.2'

348   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: I did not send a certificate because I do not have one.

349   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: transition from state STATE_MAIN_R2 to state STATE_MAIN_R3

350   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: [WRV200 Response:] ISAKMP SA established

351   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: STATE_MAIN_R3: sent MR3, ISAKMP SA established {auth=OAKLEY_PRESHARED_KEY cipher=oakley_3des_cbc_192 prf=oakley_sha group=modp1024}

352   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: Dead Peer Detection (RFC 3706): enabled

353   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: ignoring informational payload, type IPSEC_INITIAL_CONTACT

354   [Tue 05:57:04]  "TunnelA"[1] 192.168.215.2 #5: received and ignored informational message

355   [Tue 05:57:05]  "TunnelA"[1] 192.168.215.2 #6: responding to Quick Mode {msgid:a8069dce}

356   [Tue 05:57:05]  "TunnelA"[1] 192.168.215.2 #6: transition from state STATE_QUICK_R0 to state STATE_QUICK_R1

357   [Tue 05:57:05]  "TunnelA"[1] 192.168.215.2 #6: STATE_QUICK_R1: sent QR1, inbound IPsec SA installed, expecting QI2

358   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #6: Dead Peer Detection (RFC 3706): enabled

359   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #6: transition from state STATE_QUICK_R1 to state STATE_QUICK_R2

360   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #6: [WRV200 Response:] IPSec SA established

361   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #6: STATE_QUICK_R2: IPsec SA established {ESP=>0x0211e62e <0x690eab59 xfrm=3DES_0-HMAC_MD5 NATD=none DPD=enabled}

362   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: responding to Quick Mode {msgid:97f9b938}

363   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: transition from state STATE_QUICK_R0 to state STATE_QUICK_R1

364   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: STATE_QUICK_R1: sent QR1, inbound IPsec SA installed, expecting QI2

365   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: Dead Peer Detection (RFC 3706): enabled

366   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: transition from state STATE_QUICK_R1 to state STATE_QUICK_R2

367   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: [WRV200 Response:] IPSec SA established

368   [Tue 05:57:06]  "TunnelA"[1] 192.168.215.2 #7: STATE_QUICK_R2: IPsec SA established {ESP=>0x04be4e44 <0x690eab5a xfrm=3DES_0-HMAC_MD5 NATD=none DPD=enabled}

· Sample IPSecuritas Log Output
The following is a sample log file from the Linksys WRV200 after a successful connection establishment (with log level set to Debug):

IPSecuritas 3.0.1p1 build 1701, Thu Jun  7 22:35:14 CEST 2007, nadig

Darwin 8.9.1 Darwin Kernel Version 8.9.1: Thu Feb 22 20:55:00 PST 2007; root:xnu-792.18.15~1/RELEASE_I386 i386

Jun 08, 22:47:58  Debug    APP  State change from IDLE to AUTHENTICATING after event START

Jun 08, 22:47:58  Info     APP  IKE daemon started

Jun 08, 22:47:58  Info     APP  IPSec started

Jun 08, 22:47:58  Debug    APP  State change from AUTHENTICATING to RUNNING after event AUTHENTICATED

Jun 08, 22:47:58  Debug    APP  Received SADB message type X_SPDUPDATE - not interesting

Jun 08, 22:47:58  Debug    APP  Received SADB message type X_SPDUPDATE - not interesting

Jun 08, 22:47:58  Info     IKE  Foreground mode.

Jun 08, 22:47:58  Info     IKE  @(#)ipsec-tools CVS (http://ipsec-tools.sourceforge.net)

Jun 08, 22:47:58  Info     IKE  @(#)This product linked OpenSSL 0.9.7l 28 Sep 2006 (http://www.openssl.org/)

Jun 08, 22:47:58  Info     IKE  Reading configuration from "/Library/Application Support/Lobotomo Software/IPSecuritas/racoon.conf"

Jun 08, 22:47:58  Info     IKE  Resize address pool from 0 to 255

Jun 08, 22:47:58  Debug    IKE  lifetime = 28800

Jun 08, 22:47:58  Debug    IKE  lifebyte = 0

Jun 08, 22:47:58  Debug    IKE  encklen=0

Jun 08, 22:47:58  Debug    IKE  p:1 t:1

Jun 08, 22:47:58  Debug    IKE  3DES-CBC(5)

Jun 08, 22:47:58  Debug    IKE  SHA(2)

Jun 08, 22:47:58  Debug    IKE  1024-bit MODP group(2)

Jun 08, 22:47:58  Debug    IKE  pre-shared key(1)

Jun 08, 22:47:58  Debug    IKE  hmac(modp1024)

Jun 08, 22:47:58  Debug    IKE  compression algorithm can not be checked because sadb message doesn't support it.

Jun 08, 22:47:58  Debug    IKE  parse successed.

Jun 08, 22:47:58  Debug    IKE  open /Library/Application Support/Lobotomo Software/IPSecuritas/admin.sock as racoon management.

Jun 08, 22:47:58  Info     IKE  192.168.215.2[4500] used as isakmp port (fd=7)

Jun 08, 22:47:58  Info     IKE  192.168.215.2[500] used as isakmp port (fd=8)

Jun 08, 22:47:58  Debug    IKE  get pfkey X_SPDDUMP message

Jun 08, 22:47:58  Debug    IKE  02120000 0f000100 01000000 0c230000 03000500 ff180000 10020000 0a010100

Jun 08, 22:47:58  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d702 00000000 00000000

Jun 08, 22:47:58  Debug    IKE  07001200 02000100 ba020000 00000000 28003200 02032a00 10020000 c0a8d7e0

Jun 08, 22:47:58  Debug    IKE  00000000 00000000 10020000 c0a8d702 00000000 00000000

Jun 08, 22:47:58  Debug    IKE  get pfkey X_SPDDUMP message

Jun 08, 22:47:58  Debug    IKE  02120000 0f000100 00000000 0c230000 03000500 ff200000 10020000 c0a8d702

Jun 08, 22:47:58  Debug    IKE  00000000 00000000 03000600 ff180000 10020000 0a010100 00000000 00000000

Jun 08, 22:47:58  Debug    IKE  07001200 02000200 b9020000 00000000 28003200 02032900 10020000 c0a8d702

Jun 08, 22:47:58  Debug    IKE  00000000 00000000 10020000 c0a8d7e0 00000000 00000000

Jun 08, 22:47:58  Debug    IKE  sub:0xbffff560: 192.168.215.2/32[0] 10.1.1.0/24[0] proto=any dir=out

Jun 08, 22:47:58  Debug    IKE  db :0x308c48: 10.1.1.0/24[0] 192.168.215.2/32[0] proto=any dir=in

Jun 08, 22:47:59  Info     APP  Initiated connection Linksy WRV200

Jun 08, 22:47:59  Debug    IKE  get pfkey ACQUIRE message

Jun 08, 22:47:59  Debug    IKE  02060003 24000000 51010000 00000000 03000500 ff200000 10020000 c0a8d702

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d7e0 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  1c000d00 20000000 00030000 00000000 00010008 00000000 01000000 01000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 00000000 00000000 00000000 00000000 80510100 00000000

Jun 08, 22:47:59  Debug    IKE  80700000 00000000 00000000 00000000 00040000 00000000 0001c001 00000000

Jun 08, 22:47:59  Debug    IKE  01000000 01000000 00000000 00000000 00000000 00000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  80510100 00000000 80700000 00000000 00000000 00000000 000c0000 00000000

Jun 08, 22:47:59  Debug    IKE  00010001 00000000 01000000 01000000 00000000 00000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 80510100 00000000 80700000 00000000 00000000 00000000

Jun 08, 22:47:59  Error    IKE  inappropriate sadb acquire message passed.

Jun 08, 22:47:59  Debug    IKE  get pfkey ACQUIRE message

Jun 08, 22:47:59  Debug    IKE  02060003 14000000 07000000 8e220000 03000500 ff200000 10020000 c0a8d702

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d7e0 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  0a000d00 20000000 000c0000 00000000 00010001 00000000 01000000 01000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 00000000 00000000 00000000 00000000 80510100 00000000

Jun 08, 22:47:59  Debug    IKE  80700000 00000000 00000000 00000000 02001200 02000200 b9020000 00000000

Jun 08, 22:47:59  Debug    IKE  suitable outbound SP found: 192.168.215.2/32[0] 10.1.1.0/24[0] proto=any dir=out.

Jun 08, 22:47:59  Debug    IKE  sub:0xbffff53c: 10.1.1.0/24[0] 192.168.215.2/32[0] proto=any dir=in

Jun 08, 22:47:59  Debug    IKE  db :0x308c48: 10.1.1.0/24[0] 192.168.215.2/32[0] proto=any dir=in

Jun 08, 22:47:59  Debug    IKE  suitable inbound SP found: 10.1.1.0/24[0] 192.168.215.2/32[0] proto=any dir=in.

Jun 08, 22:47:59  Debug    IKE  new acquire 192.168.215.2/32[0] 10.1.1.0/24[0] proto=any dir=out

Jun 08, 22:47:59  Debug    IKE  (proto_id=ESP spisize=4 spi=00000000 spi_p=00000000 encmode=Tunnel reqid=42:41)

Jun 08, 22:47:59  Debug    IKE  (trns_id=3DES encklen=0 authtype=hmac-md5)

Jun 08, 22:47:59  Debug    IKE  (trns_id=3DES encklen=0 authtype=hmac-sha)

Jun 08, 22:47:59  Debug    IKE  in post_acquire

Jun 08, 22:47:59  Debug    IKE  configuration found for 192.168.215.224.

Jun 08, 22:47:59  Info     IKE  IPsec-SA request for 192.168.215.224 queued due to no phase1 found.

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Info     IKE  initiate new phase 1 negotiation: 192.168.215.2[500]<=>192.168.215.224[500]

Jun 08, 22:47:59  Info     IKE  begin Identity Protection mode.

Jun 08, 22:47:59  Debug    IKE  new cookie:

Jun 08, 22:47:59  Debug    IKE  d5572f3038b77e13 

Jun 08, 22:47:59  Debug    IKE  add payload of len 48, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 20, next type 13

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 0

Jun 08, 22:47:59  Debug    IKE  344 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  1 times of 344 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 00000000 00000000 01100200 00000000 00000158 0d000034

Jun 08, 22:47:59  Debug    IKE  00000001 00000001 00000028 01010001 00000020 01010000 800b0001 800c7080

Jun 08, 22:47:59  Debug    IKE  80010005 80030001 80020002 80040002 0d000014 4a131c81 07035845 5c5728f2

Jun 08, 22:47:59  Debug    IKE  0e95452f 0d000014 8f8d8382 6d246b6f c7a8a6a4 28c11de8 0d000014 439b59f8

Jun 08, 22:47:59  Debug    IKE  ba676c4c 7737ae22 eab8f582 0d000014 4d1e0e13 6deafa34 c4f3ea9f 02ec7285

Jun 08, 22:47:59  Debug    IKE  0d000014 80d0bb3d ef54565e e84645d4 c85ce3ee 0d000014 9909b64e ed937c65

Jun 08, 22:47:59  Debug    IKE  73de52ac e952fa6b 0d000014 7d9419a6 5310ca6f 2c179d92 15529d56 0d000014

Jun 08, 22:47:59  Debug    IKE  cd604643 35df21f8 7cfdb2fc 68b6a448 0d000014 90cb8091 3ebb696e 086381b5

Jun 08, 22:47:59  Debug    IKE  ec427b1f 0d000014 16f6ca16 e4a4066d 83821a0f 0aeaa862 0d000014 4485152d

Jun 08, 22:47:59  Debug    IKE  18b6bbcd 0be8a846 9579ddcc 0d000018 4048b7d5 6ebce885 25e7de7f 00d6c2d3

Jun 08, 22:47:59  Debug    IKE  80000000 00000014 afcad713 68a1f1c9 6b8696fc 77570100

Jun 08, 22:47:59  Debug    IKE  resend phase1 packet d5572f3038b77e13:0000000000000000

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  136 bytes message received from 192.168.215.224[500] to 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 01100200 00000000 00000088 0d000034

Jun 08, 22:47:59  Debug    IKE  00000001 00000001 00000028 01010001 00000020 01010000 800b0001 800c7080

Jun 08, 22:47:59  Debug    IKE  80010005 80030001 80020002 80040002 0d000010 4f45725c 5b754061 666c425f

Jun 08, 22:47:59  Debug    IKE  0d000014 afcad713 68a1f1c9 6b8696fc 77570100 00000014 4a131c81 07035845

Jun 08, 22:47:59  Debug    IKE  5c5728f2 0e95452f

Jun 08, 22:47:59  Debug    IKE  begin.

Jun 08, 22:47:59  Debug    IKE  seen nptype=1(sa)

Jun 08, 22:47:59  Debug    IKE  seen nptype=13(vid)

Jun 08, 22:47:59  Debug    IKE  seen nptype=13(vid)

Jun 08, 22:47:59  Debug    IKE  seen nptype=13(vid)

Jun 08, 22:47:59  Debug    IKE  succeed.

Jun 08, 22:47:59  Debug    IKE  received unknown Vendor ID

Jun 08, 22:47:59  Debug    IKE  4f45725c 5b754061 666c425f

Jun 08, 22:47:59  Info     IKE  received Vendor ID: DPD

Jun 08, 22:47:59  Info     IKE  received Vendor ID: RFC 3947

Jun 08, 22:47:59  Info     IKE  Selected NAT-T version: RFC 3947

Jun 08, 22:47:59  Debug    IKE  total SA len=48

Jun 08, 22:47:59  Debug    IKE  00000001 00000001 00000028 01010001 00000020 01010000 800b0001 800c7080

Jun 08, 22:47:59  Debug    IKE  80010005 80030001 80020002 80040002

Jun 08, 22:47:59  Debug    IKE  begin.

Jun 08, 22:47:59  Debug    IKE  seen nptype=2(prop)

Jun 08, 22:47:59  Debug    IKE  succeed.

Jun 08, 22:47:59  Debug    IKE  proposal #1 len=40

Jun 08, 22:47:59  Debug    IKE  begin.

Jun 08, 22:47:59  Debug    IKE  seen nptype=3(trns)

Jun 08, 22:47:59  Debug    IKE  succeed.

Jun 08, 22:47:59  Debug    IKE  transform #1 len=32

Jun 08, 22:47:59  Debug    IKE  type=Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:47:59  Debug    IKE  type=Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:47:59  Debug    IKE  type=Encryption Algorithm, flag=0x8000, lorv=3DES-CBC

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  type=Authentication Method, flag=0x8000, lorv=pre-shared key

Jun 08, 22:47:59  Debug    IKE  type=Hash Algorithm, flag=0x8000, lorv=SHA

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Debug    IKE  type=Group Description, flag=0x8000, lorv=1024-bit MODP group

Jun 08, 22:47:59  Debug    IKE  hmac(modp1024)

Jun 08, 22:47:59  Debug    IKE  pair 1:

Jun 08, 22:47:59  Debug    IKE  0x309750: next=0x0 tnext=0x0

Jun 08, 22:47:59  Debug    IKE  proposal #1: 1 transform

Jun 08, 22:47:59  Debug    IKE  prop#=1, prot-id=ISAKMP, spi-size=0, #trns=1

Jun 08, 22:47:59  Debug    IKE  trns#=1, trns-id=IKE

Jun 08, 22:47:59  Debug    IKE  type=Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:47:59  Debug    IKE  type=Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:47:59  Debug    IKE  type=Encryption Algorithm, flag=0x8000, lorv=3DES-CBC

Jun 08, 22:47:59  Debug    IKE  type=Authentication Method, flag=0x8000, lorv=pre-shared key

Jun 08, 22:47:59  Debug    IKE  type=Hash Algorithm, flag=0x8000, lorv=SHA

Jun 08, 22:47:59  Debug    IKE  type=Group Description, flag=0x8000, lorv=1024-bit MODP group

Jun 08, 22:47:59  Debug    IKE  Compared: DB:Peer

Jun 08, 22:47:59  Debug    IKE  (lifetime = 28800:28800)

Jun 08, 22:47:59  Debug    IKE  (lifebyte = 0:0)

Jun 08, 22:47:59  Debug    IKE  enctype = 3DES-CBC:3DES-CBC

Jun 08, 22:47:59  Debug    IKE  (encklen = 0:0)

Jun 08, 22:47:59  Debug    IKE  hashtype = SHA:SHA

Jun 08, 22:47:59  Debug    IKE  authmethod = pre-shared key:pre-shared key

Jun 08, 22:47:59  Debug    IKE  dh_group = 1024-bit MODP group:1024-bit MODP group

Jun 08, 22:47:59  Debug    IKE  an acceptable proposal found.

Jun 08, 22:47:59  Debug    IKE  hmac(modp1024)

Jun 08, 22:47:59  Debug    IKE  agreed on pre-shared key auth.

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  compute DH's private.

Jun 08, 22:47:59  Debug    IKE  63bf482b 643deff8 42e7f5b5 9d904634 0366cc0c e9707ef8 b61bdd88 585a30ab

Jun 08, 22:47:59  Debug    IKE  8341ba09 13d1b590 00e20ae6 352afc74 c3edd868 06790dcb bbd43d4d 75d67218

Jun 08, 22:47:59  Debug    IKE  09820ab1 cc1b82b5 db94ebbb 7e37b984 c3323055 9dca695a 58805f42 a28f21fb

Jun 08, 22:47:59  Debug    IKE  a052d360 079cc5f5 713e1349 8d46db76 311d4cbb b0f38f8d 06f80e60 924c8ef5

Jun 08, 22:47:59  Debug    IKE  compute DH's public.

Jun 08, 22:47:59  Debug    IKE  d9f515b6 0eba1446 2982b9be b96e9e4f e00c2603 9c147360 1da96759 ad189548

Jun 08, 22:47:59  Debug    IKE  dd97100d 8e864a9e b37eef7a 01e83403 46f99732 40c70fec 58e9008e 757a79e6

Jun 08, 22:47:59  Debug    IKE  955ddea7 2185559d bc3a1ae4 a1783419 ed004284 ec20eb92 e43d3ecf 4e0a2396

Jun 08, 22:47:59  Debug    IKE  4b3ab0cc ba54a4f9 30b5003e c9516fb1 5d5522d1 9fe8068c f2dee25f d6fe5c9c

Jun 08, 22:47:59  Info     IKE  Hashing 192.168.215.224[500] with algo #2 

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Info     IKE  Hashing 192.168.215.2[500] with algo #2 

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Info     IKE  Adding remote and local NAT-D payloads.

Jun 08, 22:47:59  Debug    IKE  add payload of len 128, next type 10

Jun 08, 22:47:59  Debug    IKE  add payload of len 16, next type 20

Jun 08, 22:47:59  Debug    IKE  add payload of len 20, next type 20

Jun 08, 22:47:59  Debug    IKE  add payload of len 20, next type 0

Jun 08, 22:47:59  Debug    IKE  228 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  1 times of 228 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 04100200 00000000 000000e4 0a000084

Jun 08, 22:47:59  Debug    IKE  d9f515b6 0eba1446 2982b9be b96e9e4f e00c2603 9c147360 1da96759 ad189548

Jun 08, 22:47:59  Debug    IKE  dd97100d 8e864a9e b37eef7a 01e83403 46f99732 40c70fec 58e9008e 757a79e6

Jun 08, 22:47:59  Debug    IKE  955ddea7 2185559d bc3a1ae4 a1783419 ed004284 ec20eb92 e43d3ecf 4e0a2396

Jun 08, 22:47:59  Debug    IKE  4b3ab0cc ba54a4f9 30b5003e c9516fb1 5d5522d1 9fe8068c f2dee25f d6fe5c9c

Jun 08, 22:47:59  Debug    IKE  14000014 b1681f16 00c6a274 bc71e874 eba87e00 14000018 e03ea369 f735bb8f

Jun 08, 22:47:59  Debug    IKE  0c85a662 4a0e8568 0d029695 00000018 8dfbc35a c8de2a97 1ab4bf73 57259a8c

Jun 08, 22:47:59  Debug    IKE  b10d96c6

Jun 08, 22:47:59  Debug    IKE  resend phase1 packet d5572f3038b77e13:c6f4c7751d7caa40

Jun 08, 22:47:59  Debug    IKE  get pfkey ACQUIRE message

Jun 08, 22:47:59  Debug    IKE  02060003 26000000 52010000 00000000 03000500 ff200000 10020000 c0a8d702

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d7e0 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  02001200 02000200 b9020000 00000000 1c000d00 20000000 00030000 00000000

Jun 08, 22:47:59  Debug    IKE  00010008 00000000 01000000 01000000 00000000 00000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 80510100 00000000 80700000 00000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  00040000 00000000 0001c001 00000000 01000000 01000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 00000000 00000000 80510100 00000000 80700000 00000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 000c0000 00000000 00010001 00000000 01000000 01000000

Jun 08, 22:47:59  Debug    IKE  00000000 00000000 00000000 00000000 00000000 00000000 80510100 00000000

Jun 08, 22:47:59  Debug    IKE  80700000 00000000 00000000 00000000

Jun 08, 22:47:59  Debug    IKE  ignore the acquire because ph2 found

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  228 bytes message received from 192.168.215.224[500] to 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 04100200 00000000 000000e4 0a000084

Jun 08, 22:47:59  Debug    IKE  fdc84949 9af16823 26d1000d 5ffe6b0a 0d2548d9 d5c2d6a5 cfe6d6ee f2809ff8

Jun 08, 22:47:59  Debug    IKE  5ac2c6b9 62ea2692 b65f3462 53caa428 cc8174b4 5c057a38 cd033bd2 519d8ab8

Jun 08, 22:47:59  Debug    IKE  7e86e84b a3bfb71d e16828ac 578e6381 f0d3927c 60f51e93 22892dc6 4ecf182f

Jun 08, 22:47:59  Debug    IKE  b011af70 91cdb3fb 2f1b0c53 df988fd8 33fac5cc a93a7702 cc397063 d716891a

Jun 08, 22:47:59  Debug    IKE  14000014 9f0227c1 d17fea0f 1d88ba55 b6fddf6b 14000018 8dfbc35a c8de2a97

Jun 08, 22:47:59  Debug    IKE  1ab4bf73 57259a8c b10d96c6 00000018 e03ea369 f735bb8f 0c85a662 4a0e8568

Jun 08, 22:47:59  Debug    IKE  0d029695

Jun 08, 22:47:59  Debug    IKE  begin.

Jun 08, 22:47:59  Debug    IKE  seen nptype=4(ke)

Jun 08, 22:47:59  Debug    IKE  seen nptype=10(nonce)

Jun 08, 22:47:59  Debug    IKE  seen nptype=20(nat-d)

Jun 08, 22:47:59  Debug    IKE  seen nptype=20(nat-d)

Jun 08, 22:47:59  Debug    IKE  succeed.

Jun 08, 22:47:59  Info     IKE  Hashing 192.168.215.2[500] with algo #2 

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Info     IKE  NAT-D payload #0 verified

Jun 08, 22:47:59  Info     IKE  Hashing 192.168.215.224[500] with algo #2 

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Info     IKE  NAT-D payload #1 verified

Jun 08, 22:47:59  Info     IKE  NAT not detected 

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  compute DH's shared.

Jun 08, 22:47:59  Debug    IKE  38f61f5e 4cc8c133 1ba5f16d 72886c03 68d4561e 0d51dce9 efbeee5a 924cd05a

Jun 08, 22:47:59  Debug    IKE  f6282050 9a797939 ade76154 b6dac805 0af203fb fcf52efd 5d366ee8 19f1a7fe

Jun 08, 22:47:59  Debug    IKE  abdb1084 1238c79b aea56d3e 07a96383 db883802 697070d2 73128908 28bddc38

Jun 08, 22:47:59  Debug    IKE  26cd4bd3 f4e41e92 da3051a6 bdc297e2 cd2039a2 0d9c263a 29635111 98bac485

Jun 08, 22:47:59  Debug    IKE  the psk found.

Jun 08, 22:47:59  Debug    IKE  psk: 2007-06-08 22:47:59: DEBUG2: 

Jun 08, 22:47:59  Debug    IKE  63656c6c 732e696e 2e667261 6d6573

Jun 08, 22:47:59  Debug    IKE  nonce 1: 2007-06-08 22:47:59: DEBUG: 

Jun 08, 22:47:59  Debug    IKE  b1681f16 00c6a274 bc71e874 eba87e00

Jun 08, 22:47:59  Debug    IKE  nonce 2: 2007-06-08 22:47:59: DEBUG: 

Jun 08, 22:47:59  Debug    IKE  9f0227c1 d17fea0f 1d88ba55 b6fddf6b

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  SKEYID computed:

Jun 08, 22:47:59  Debug    IKE  c3bd57f1 279bbdf3 b89a23eb afdf689f 64235df9

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  SKEYID_d computed:

Jun 08, 22:47:59  Debug    IKE  6d792b37 41ebd1ef 281aa951 114fd79e f8fd351e

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  SKEYID_a computed:

Jun 08, 22:47:59  Debug    IKE  207e8f27 1b6f829b c80c6274 98150fb8 04cf4631

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  SKEYID_e computed:

Jun 08, 22:47:59  Debug    IKE  a7d96979 08a31dc0 1daf3ae2 e985e985 70291243

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Debug    IKE  len(SKEYID_e) < len(Ka) (20 < 24), generating long key (Ka = K1 | K2 | ...)

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  compute intermediate encryption key K1

Jun 08, 22:47:59  Debug    IKE  00

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  compute intermediate encryption key K2

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b

Jun 08, 22:47:59  Debug    IKE  b739a30f b7eb4398 247695f2 6165ce43 dd7f91d8

Jun 08, 22:47:59  Debug    IKE  final encryption key computed:

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  IV computed:

Jun 08, 22:47:59  Debug    IKE  a158a54f d3914fda

Jun 08, 22:47:59  Debug    IKE  use ID type of IPv4_address

Jun 08, 22:47:59  Debug    IKE  HASH with:

Jun 08, 22:47:59  Debug    IKE  d9f515b6 0eba1446 2982b9be b96e9e4f e00c2603 9c147360 1da96759 ad189548

Jun 08, 22:47:59  Debug    IKE  dd97100d 8e864a9e b37eef7a 01e83403 46f99732 40c70fec 58e9008e 757a79e6

Jun 08, 22:47:59  Debug    IKE  955ddea7 2185559d bc3a1ae4 a1783419 ed004284 ec20eb92 e43d3ecf 4e0a2396

Jun 08, 22:47:59  Debug    IKE  4b3ab0cc ba54a4f9 30b5003e c9516fb1 5d5522d1 9fe8068c f2dee25f d6fe5c9c

Jun 08, 22:47:59  Debug    IKE  fdc84949 9af16823 26d1000d 5ffe6b0a 0d2548d9 d5c2d6a5 cfe6d6ee f2809ff8

Jun 08, 22:47:59  Debug    IKE  5ac2c6b9 62ea2692 b65f3462 53caa428 cc8174b4 5c057a38 cd033bd2 519d8ab8

Jun 08, 22:47:59  Debug    IKE  7e86e84b a3bfb71d e16828ac 578e6381 f0d3927c 60f51e93 22892dc6 4ecf182f

Jun 08, 22:47:59  Debug    IKE  b011af70 91cdb3fb 2f1b0c53 df988fd8 33fac5cc a93a7702 cc397063 d716891a

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 00000001 00000001 00000028 01010001

Jun 08, 22:47:59  Debug    IKE  00000020 01010000 800b0001 800c7080 80010005 80030001 80020002 80040002

Jun 08, 22:47:59  Debug    IKE  011101f4 c0a8d702

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  HASH (init) computed:

Jun 08, 22:47:59  Debug    IKE  7a2011be e26de529 efb8efd5 da74a50b 870747cf

Jun 08, 22:47:59  Debug    IKE  add payload of len 8, next type 8

Jun 08, 22:47:59  Debug    IKE  add payload of len 20, next type 0

Jun 08, 22:47:59  Debug    IKE  begin encryption.

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  pad length = 4

Jun 08, 22:47:59  Debug    IKE  0800000c 011101f4 c0a8d702 00000018 7a2011be e26de529 efb8efd5 da74a50b

Jun 08, 22:47:59  Debug    IKE  870747cf 8df1d603

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  with key:

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:47:59  Debug    IKE  encrypted payload by IV:

Jun 08, 22:47:59  Debug    IKE  a158a54f d3914fda

Jun 08, 22:47:59  Debug    IKE  save IV for next:

Jun 08, 22:47:59  Debug    IKE  11fabde5 1d6b9bbd

Jun 08, 22:47:59  Debug    IKE  encrypted.

Jun 08, 22:47:59  Debug    IKE  68 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  1 times of 68 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 05100201 00000000 00000044 fb711f9a

Jun 08, 22:47:59  Debug    IKE  6c543a20 292a96e0 48582bb4 5687d46d fb3f297f aaf9a92d cad97962 11fabde5

Jun 08, 22:47:59  Debug    IKE  1d6b9bbd

Jun 08, 22:47:59  Debug    IKE  resend phase1 packet d5572f3038b77e13:c6f4c7751d7caa40

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  68 bytes message received from 192.168.215.224[500] to 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 05100201 00000000 00000044 d8bbdd94

Jun 08, 22:47:59  Debug    IKE  85399d29 2dc76f87 19a345ea 53967e56 a80e83ae 5c0844cd 91492e59 c0a78037

Jun 08, 22:47:59  Debug    IKE  b106ffcd

Jun 08, 22:47:59  Debug    IKE  begin decryption.

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  IV was saved for next processing:

Jun 08, 22:47:59  Debug    IKE  c0a78037 b106ffcd

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  with key:

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:47:59  Debug    IKE  decrypted payload by IV:

Jun 08, 22:47:59  Debug    IKE  11fabde5 1d6b9bbd

Jun 08, 22:47:59  Debug    IKE  decrypted payload, but not trimed.

Jun 08, 22:47:59  Debug    IKE  0800000c 01000000 c0a8d7e0 00000018 00969e15 2fa72a7b 353d3bab 18029b0f

Jun 08, 22:47:59  Debug    IKE  d34a2c33 00000000

Jun 08, 22:47:59  Debug    IKE  padding len=1

Jun 08, 22:47:59  Debug    IKE  skip to trim padding.

Jun 08, 22:47:59  Debug    IKE  decrypted.

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 05100201 00000000 00000044 0800000c

Jun 08, 22:47:59  Debug    IKE  01000000 c0a8d7e0 00000018 00969e15 2fa72a7b 353d3bab 18029b0f d34a2c33

Jun 08, 22:47:59  Debug    IKE  00000000

Jun 08, 22:47:59  Debug    IKE  begin.

Jun 08, 22:47:59  Debug    IKE  seen nptype=5(id)

Jun 08, 22:47:59  Debug    IKE  seen nptype=8(hash)

Jun 08, 22:47:59  Debug    IKE  succeed.

Jun 08, 22:47:59  Debug    IKE  HASH received:

Jun 08, 22:47:59  Debug    IKE  00969e15 2fa72a7b 353d3bab 18029b0f d34a2c33

Jun 08, 22:47:59  Debug    IKE  HASH with:

Jun 08, 22:47:59  Debug    IKE  fdc84949 9af16823 26d1000d 5ffe6b0a 0d2548d9 d5c2d6a5 cfe6d6ee f2809ff8

Jun 08, 22:47:59  Debug    IKE  5ac2c6b9 62ea2692 b65f3462 53caa428 cc8174b4 5c057a38 cd033bd2 519d8ab8

Jun 08, 22:47:59  Debug    IKE  7e86e84b a3bfb71d e16828ac 578e6381 f0d3927c 60f51e93 22892dc6 4ecf182f

Jun 08, 22:47:59  Debug    IKE  b011af70 91cdb3fb 2f1b0c53 df988fd8 33fac5cc a93a7702 cc397063 d716891a

Jun 08, 22:47:59  Debug    IKE  d9f515b6 0eba1446 2982b9be b96e9e4f e00c2603 9c147360 1da96759 ad189548

Jun 08, 22:47:59  Debug    IKE  dd97100d 8e864a9e b37eef7a 01e83403 46f99732 40c70fec 58e9008e 757a79e6

Jun 08, 22:47:59  Debug    IKE  955ddea7 2185559d bc3a1ae4 a1783419 ed004284 ec20eb92 e43d3ecf 4e0a2396

Jun 08, 22:47:59  Debug    IKE  4b3ab0cc ba54a4f9 30b5003e c9516fb1 5d5522d1 9fe8068c f2dee25f d6fe5c9c

Jun 08, 22:47:59  Debug    IKE  c6f4c775 1d7caa40 d5572f30 38b77e13 00000001 00000001 00000028 01010001

Jun 08, 22:47:59  Debug    IKE  00000020 01010000 800b0001 800c7080 80010005 80030001 80020002 80040002

Jun 08, 22:47:59  Debug    IKE  01000000 c0a8d7e0

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  HASH (init) computed:

Jun 08, 22:47:59  Debug    IKE  00969e15 2fa72a7b 353d3bab 18029b0f d34a2c33

Jun 08, 22:47:59  Debug    IKE  HASH for PSK validated.

Jun 08, 22:47:59  Debug    IKE  peer's ID:2007-06-08 22:47:59: DEBUG: 

Jun 08, 22:47:59  Debug    IKE  01000000 c0a8d7e0

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:47:59  Debug    IKE  compute IV for phase2

Jun 08, 22:47:59  Debug    IKE  phase1 last IV:

Jun 08, 22:47:59  Debug    IKE  c0a78037 b106ffcd d6f99e82

Jun 08, 22:47:59  Debug    IKE  hash(sha1)

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  phase2 IV computed:

Jun 08, 22:47:59  Debug    IKE  c6ef2266 854adb1e

Jun 08, 22:47:59  Debug    IKE  HASH with:

Jun 08, 22:47:59  Debug    IKE  d6f99e82 0000001c 00000001 01106002 d5572f30 38b77e13 c6f4c775 1d7caa40

Jun 08, 22:47:59  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:47:59  Debug    IKE  HASH computed:

Jun 08, 22:47:59  Debug    IKE  1610dbcf 18ffcb84 b6e0cbe7 1f818699 8279d788

Jun 08, 22:47:59  Debug    IKE  begin encryption.

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  pad length = 4

Jun 08, 22:47:59  Debug    IKE  0b000018 1610dbcf 18ffcb84 b6e0cbe7 1f818699 8279d788 0000001c 00000001

Jun 08, 22:47:59  Debug    IKE  01106002 d5572f30 38b77e13 c6f4c775 1d7caa40 dca5a603

Jun 08, 22:47:59  Debug    IKE  encryption(3des)

Jun 08, 22:47:59  Debug    IKE  with key:

Jun 08, 22:47:59  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:47:59  Debug    IKE  encrypted payload by IV:

Jun 08, 22:47:59  Debug    IKE  c6ef2266 854adb1e

Jun 08, 22:47:59  Debug    IKE  save IV for next:

Jun 08, 22:47:59  Debug    IKE  5fc99902 1850cd21

Jun 08, 22:47:59  Debug    IKE  encrypted.

Jun 08, 22:47:59  Debug    IKE  84 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:47:59  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  1 times of 84 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:47:59  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 08100501 d6f99e82 00000054 86cd0a23

Jun 08, 22:47:59  Debug    IKE  9719bf98 03bee93f 48fd5e54 7edc27a4 1dabf8b3 a26cbc7b fc173e5c 7b55bec5

Jun 08, 22:47:59  Debug    IKE  71e6371f 7c87e63b 52c4bae0 5fc99902 1850cd21

Jun 08, 22:47:59  Debug    IKE  sendto Information notify.

Jun 08, 22:47:59  Debug    IKE  IV freed

Jun 08, 22:47:59  Info     IKE  ISAKMP-SA established 192.168.215.2[500]-192.168.215.224[500] spi:d5572f3038b77e13:c6f4c7751d7caa40

Jun 08, 22:47:59  Debug    IKE  ===

Jun 08, 22:48:00  Debug    IKE  ===

Jun 08, 22:48:00  Debug    IKE  begin QUICK mode.

Jun 08, 22:48:00  Info     IKE  initiate new phase 2 negotiation: 192.168.215.2[500]<=>192.168.215.224[500]

Jun 08, 22:48:00  Debug    IKE  compute IV for phase2

Jun 08, 22:48:00  Debug    IKE  phase1 last IV:

Jun 08, 22:48:00  Debug    IKE  c0a78037 b106ffcd 90778c47

Jun 08, 22:48:00  Debug    IKE  hash(sha1)

Jun 08, 22:48:00  Debug    IKE  encryption(3des)

Jun 08, 22:48:00  Debug    IKE  phase2 IV computed:

Jun 08, 22:48:00  Debug    IKE  4835aa5c 9f98861d

Jun 08, 22:48:00  Debug    IKE  call pfkey_send_getspi

Jun 08, 22:48:00  Debug    IKE  pfkey GETSPI sent: ESP/Tunnel 192.168.215.224[0]->192.168.215.2[0] 

Jun 08, 22:48:00  Debug    IKE  pfkey getspi sent.

Jun 08, 22:48:00  Debug    IKE  get pfkey GETSPI message

Jun 08, 22:48:00  Debug    IKE  02010003 0a000000 07000000 0c230000 02000100 00d2d9c2 000393e8 f8da0017

Jun 08, 22:48:00  Debug    IKE  03000500 ff200000 10020000 c0a8d7e0 00000000 00000000 03000600 ff200000

Jun 08, 22:48:00  Debug    IKE  10020000 c0a8d702 00000000 00000000

Jun 08, 22:48:00  Debug    IKE  pfkey GETSPI succeeded: ESP/Tunnel 192.168.215.224[0]->192.168.215.2[0] spi=13818306(0xd2d9c2)

Jun 08, 22:48:00  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:00  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:00  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:00  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:00  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:00  Debug    IKE  compute DH's private.

Jun 08, 22:48:00  Debug    IKE  7dfef0cc 518b997f 01f24964 5b16e7ac 5f6f52c4 757afb10 ecec2f68 686e7e2f

Jun 08, 22:48:00  Debug    IKE  98f64711 588f1123 50cf6cf6 13a41746 559fd03a 3971dd1c ff01cd97 e5aeb240

Jun 08, 22:48:00  Debug    IKE  1bd8e9b9 d55143ad 8e5cb1cc de231a74 c2ece1bc 166dd46a a08efe79 567ec6c2

Jun 08, 22:48:00  Debug    IKE  09389376 a1957adc 8972c7e3 919bb915 9886b15e b483b17d 02686fee 8d06e0f6

Jun 08, 22:48:00  Debug    IKE  compute DH's public.

Jun 08, 22:48:00  Debug    IKE  e6ebf4ac eaaa1523 a4195877 9cbeb118 b48006c3 43a83578 61c4124a 632871c9

Jun 08, 22:48:00  Debug    IKE  d9f36128 35bb5a69 1031785e e5b0afd8 49c9d9e7 a27cfabc ed22487d 74331bb3

Jun 08, 22:48:00  Debug    IKE  b9a12313 2927a9a1 e56eaa6e 5cfcee10 2e2d8d54 43d0853e c89e4277 9c8d5db2

Jun 08, 22:48:00  Debug    IKE  da20da0e efc15dba f327bed8 60956215 9e14f426 9ee743c5 2f9a8ffa ccd86a8b

Jun 08, 22:48:00  Debug    IKE  use local ID type IPv4_address

Jun 08, 22:48:00  Debug    IKE  use remote ID type IPv4_subnet

Jun 08, 22:48:00  Debug    IKE  IDci:

Jun 08, 22:48:00  Debug    IKE  01000000 c0a8d702

Jun 08, 22:48:00  Debug    IKE  IDcr:

Jun 08, 22:48:00  Debug    IKE  04000000 0a010100 ffffff00

Jun 08, 22:48:00  Debug    IKE  add payload of len 76, next type 10

Jun 08, 22:48:00  Debug    IKE  add payload of len 16, next type 4

Jun 08, 22:48:00  Debug    IKE  add payload of len 128, next type 5

Jun 08, 22:48:00  Debug    IKE  add payload of len 8, next type 5

Jun 08, 22:48:00  Debug    IKE  add payload of len 12, next type 0

Jun 08, 22:48:00  Debug    IKE  HASH with:

Jun 08, 22:48:00  Debug    IKE  90778c47 0a000050 00000001 00000001 00000044 01030402 00d2d9c2 0300001c

Jun 08, 22:48:00  Debug    IKE  01030000 80010001 80027080 80040001 80050001 80030002 0000001c 02030000

Jun 08, 22:48:00  Debug    IKE  80010001 80027080 80040001 80050002 80030002 04000014 b9545156 c8c44027

Jun 08, 22:48:00  Debug    IKE  c63b7102 c12bc88a 05000084 e6ebf4ac eaaa1523 a4195877 9cbeb118 b48006c3

Jun 08, 22:48:00  Debug    IKE  43a83578 61c4124a 632871c9 d9f36128 35bb5a69 1031785e e5b0afd8 49c9d9e7

Jun 08, 22:48:00  Debug    IKE  a27cfabc ed22487d 74331bb3 b9a12313 2927a9a1 e56eaa6e 5cfcee10 2e2d8d54

Jun 08, 22:48:00  Debug    IKE  43d0853e c89e4277 9c8d5db2 da20da0e efc15dba f327bed8 60956215 9e14f426

Jun 08, 22:48:00  Debug    IKE  9ee743c5 2f9a8ffa ccd86a8b 0500000c 01000000 c0a8d702 00000010 04000000

Jun 08, 22:48:00  Debug    IKE  0a010100 ffffff00

Jun 08, 22:48:00  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:00  Debug    IKE  HASH computed:

Jun 08, 22:48:00  Debug    IKE  0ce600cb 9809a632 db9f9591 88e1093b 38b756eb

Jun 08, 22:48:00  Debug    IKE  add payload of len 20, next type 1

Jun 08, 22:48:00  Debug    IKE  begin encryption.

Jun 08, 22:48:00  Debug    IKE  encryption(3des)

Jun 08, 22:48:00  Debug    IKE  pad length = 4

Jun 08, 22:48:00  Debug    IKE  01000018 0ce600cb 9809a632 db9f9591 88e1093b 38b756eb 0a000050 00000001

Jun 08, 22:48:00  Debug    IKE  00000001 00000044 01030402 00d2d9c2 0300001c 01030000 80010001 80027080

Jun 08, 22:48:00  Debug    IKE  80040001 80050001 80030002 0000001c 02030000 80010001 80027080 80040001

Jun 08, 22:48:00  Debug    IKE  80050002 80030002 04000014 b9545156 c8c44027 c63b7102 c12bc88a 05000084

Jun 08, 22:48:00  Debug    IKE  e6ebf4ac eaaa1523 a4195877 9cbeb118 b48006c3 43a83578 61c4124a 632871c9

Jun 08, 22:48:00  Debug    IKE  d9f36128 35bb5a69 1031785e e5b0afd8 49c9d9e7 a27cfabc ed22487d 74331bb3

Jun 08, 22:48:00  Debug    IKE  b9a12313 2927a9a1 e56eaa6e 5cfcee10 2e2d8d54 43d0853e c89e4277 9c8d5db2

Jun 08, 22:48:00  Debug    IKE  da20da0e efc15dba f327bed8 60956215 9e14f426 9ee743c5 2f9a8ffa ccd86a8b

Jun 08, 22:48:00  Debug    IKE  0500000c 01000000 c0a8d702 00000010 04000000 0a010100 ffffff00 eac4fb03

Jun 08, 22:48:00  Debug    IKE  encryption(3des)

Jun 08, 22:48:00  Debug    IKE  with key:

Jun 08, 22:48:00  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:48:00  Debug    IKE  encrypted payload by IV:

Jun 08, 22:48:00  Debug    IKE  4835aa5c 9f98861d

Jun 08, 22:48:00  Debug    IKE  save IV for next:

Jun 08, 22:48:00  Debug    IKE  47dab61d e65e99f6

Jun 08, 22:48:00  Debug    IKE  encrypted.

Jun 08, 22:48:00  Debug    IKE  316 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:48:00  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:48:00  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:48:00  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:48:00  Debug    IKE  1 times of 316 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:48:00  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 08102001 90778c47 0000013c 1d6b408a

Jun 08, 22:48:00  Debug    IKE  eda4aabc 5ba87b15 83d1f4d7 bcaae81d 2f3005bc fed36897 f2c3d2c6 3de92510

Jun 08, 22:48:00  Debug    IKE  720c78cf 3d3cb0a6 6e63be8f d51f39df 87ac69a1 cc07c6e3 3e8d4b97 5c5ae5d7

Jun 08, 22:48:00  Debug    IKE  ca281d4e 702aa083 7a92a3ee a2913b6a 3818f2ac 17c543c1 73d7e1a5 d5124ca5

Jun 08, 22:48:00  Debug    IKE  90004ac1 7302c1c0 e61434bc 9979bdda ba8e24b6 297d5fc5 2c38d019 1e12cdf6

Jun 08, 22:48:00  Debug    IKE  eeb33738 a622dc65 95317d30 938e9e61 aee16eba 0083ff8e db130166 c1a5a4cc

Jun 08, 22:48:00  Debug    IKE  b8b8d5bf 50b967e2 178bd2d4 a85b146c 4acfa7f7 c7e0956a 9f72bb7e 93b17c1f

Jun 08, 22:48:00  Debug    IKE  d116540d bf4e4b9e aa1ea309 fef0005e 7fe8565f 210edd13 91a2690c 9d6e191a

Jun 08, 22:48:00  Debug    IKE  996236b8 d9103118 3aaec81c 1be97175 7f4bdc0b a68c3dd6 b3787c7f 01051045

Jun 08, 22:48:00  Debug    IKE  d6b5799a f9900bd1 f8f03393 3f04241e d08d4fd1 47dab61d e65e99f6

Jun 08, 22:48:00  Debug    IKE  resend phase2 packet d5572f3038b77e13:c6f4c7751d7caa40:00009077

Jun 08, 22:48:01  Debug    IKE  ===

Jun 08, 22:48:01  Debug    IKE  284 bytes message received from 192.168.215.224[500] to 192.168.215.2[500]

Jun 08, 22:48:01  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 08102001 90778c47 0000011c e462bf0a

Jun 08, 22:48:01  Debug    IKE  3db2c15e 7c0d6baf 8f827b82 49aed763 a7340727 53a78f35 43f78f9c 57ec9d37

Jun 08, 22:48:01  Debug    IKE  7d61bcf7 c0bf296c 88ac9724 c2c5d77c 7a49739c 0aa3081c b98f97e5 afd8f280

Jun 08, 22:48:01  Debug    IKE  c06c3915 c5b27ee8 40ba740d 9120ff48 22f4d648 c5a0776a a475c5fb ec7852f0

Jun 08, 22:48:01  Debug    IKE  95dbc129 21ac6797 cd54fcda 74263027 d5021035 3b5249e1 4f38897f ae08456e

Jun 08, 22:48:01  Debug    IKE  aa222ef7 f9289022 4b881279 7881452b 62be20a8 026d4209 e2e8dcb8 cf2f21f9

Jun 08, 22:48:01  Debug    IKE  1f0f8e00 e00509bb bd6db32a c161eb88 51501a40 dfc7a810 c4587c8b 08fd465e

Jun 08, 22:48:01  Debug    IKE  cb582df7 f740e65a ba06d943 b61d3d18 c0d983f5 311ff272 e5291392 b734c4d1

Jun 08, 22:48:01  Debug    IKE  3cb599dc e7b65037 2f44fa56 044a4cba a821197f 89071292 92a0aa21

Jun 08, 22:48:01  Debug    IKE  begin decryption.

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  IV was saved for next processing:

Jun 08, 22:48:01  Debug    IKE  89071292 92a0aa21

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  with key:

Jun 08, 22:48:01  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:48:01  Debug    IKE  decrypted payload by IV:

Jun 08, 22:48:01  Debug    IKE  47dab61d e65e99f6

Jun 08, 22:48:01  Debug    IKE  decrypted payload, but not trimed.

Jun 08, 22:48:01  Debug    IKE  01000018 f52c6cbd 059c76f6 2ea45186 4f5527ed a29ee59f 0a000034 00000001

Jun 08, 22:48:01  Debug    IKE  00000001 00000028 01030401 690eab5b 0000001c 01030000 80010001 80027080

Jun 08, 22:48:01  Debug    IKE  80040001 80050001 80030002 04000014 f522b73b 47b85eb5 903fae13 6e16f353

Jun 08, 22:48:01  Debug    IKE  05000084 e2e4ff25 5a63042e fb78868b 7de81281 d75ebd9e 1e0833bf 1df42981

Jun 08, 22:48:01  Debug    IKE  55a0fc29 da6e857f 7df1de38 2622ed1d 5ad7bcad 87ed5582 e1d7c038 9fcb3192

Jun 08, 22:48:01  Debug    IKE  abb03ee3 85af7e2b 0a6f58a6 7a64a2b7 1dd7232f 4575c30d 14b45e96 09aadd67

Jun 08, 22:48:01  Debug    IKE  e0a265bd 157734fb 3eef87e2 9d99729d f0e8d339 f2e14567 81694b06 7b142adb

Jun 08, 22:48:01  Debug    IKE  d0f275c3 0500000c 01000000 c0a8d702 00000010 04000000 0a010100 ffffff00

Jun 08, 22:48:01  Debug    IKE  padding len=1

Jun 08, 22:48:01  Debug    IKE  skip to trim padding.

Jun 08, 22:48:01  Debug    IKE  decrypted.

Jun 08, 22:48:01  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 08102001 90778c47 0000011c 01000018

Jun 08, 22:48:01  Debug    IKE  f52c6cbd 059c76f6 2ea45186 4f5527ed a29ee59f 0a000034 00000001 00000001

Jun 08, 22:48:01  Debug    IKE  00000028 01030401 690eab5b 0000001c 01030000 80010001 80027080 80040001

Jun 08, 22:48:01  Debug    IKE  80050001 80030002 04000014 f522b73b 47b85eb5 903fae13 6e16f353 05000084

Jun 08, 22:48:01  Debug    IKE  e2e4ff25 5a63042e fb78868b 7de81281 d75ebd9e 1e0833bf 1df42981 55a0fc29

Jun 08, 22:48:01  Debug    IKE  da6e857f 7df1de38 2622ed1d 5ad7bcad 87ed5582 e1d7c038 9fcb3192 abb03ee3

Jun 08, 22:48:01  Debug    IKE  85af7e2b 0a6f58a6 7a64a2b7 1dd7232f 4575c30d 14b45e96 09aadd67 e0a265bd

Jun 08, 22:48:01  Debug    IKE  157734fb 3eef87e2 9d99729d f0e8d339 f2e14567 81694b06 7b142adb d0f275c3

Jun 08, 22:48:01  Debug    IKE  0500000c 01000000 c0a8d702 00000010 04000000 0a010100 ffffff00

Jun 08, 22:48:01  Debug    IKE  begin.

Jun 08, 22:48:01  Debug    IKE  seen nptype=8(hash)

Jun 08, 22:48:01  Debug    IKE  seen nptype=1(sa)

Jun 08, 22:48:01  Debug    IKE  seen nptype=10(nonce)

Jun 08, 22:48:01  Debug    IKE  seen nptype=4(ke)

Jun 08, 22:48:01  Debug    IKE  seen nptype=5(id)

Jun 08, 22:48:01  Debug    IKE  seen nptype=5(id)

Jun 08, 22:48:01  Debug    IKE  succeed.

Jun 08, 22:48:01  Debug    IKE  HASH allocated:hbuf->l=272 actual:tlen=248

Jun 08, 22:48:01  Debug    IKE  HASH(2) received:2007-06-08 22:48:01: DEBUG: 

Jun 08, 22:48:01  Debug    IKE  f52c6cbd 059c76f6 2ea45186 4f5527ed a29ee59f

Jun 08, 22:48:01  Debug    IKE  HASH with:

Jun 08, 22:48:01  Debug    IKE  90778c47 b9545156 c8c44027 c63b7102 c12bc88a 0a000034 00000001 00000001

Jun 08, 22:48:01  Debug    IKE  00000028 01030401 690eab5b 0000001c 01030000 80010001 80027080 80040001

Jun 08, 22:48:01  Debug    IKE  80050001 80030002 04000014 f522b73b 47b85eb5 903fae13 6e16f353 05000084

Jun 08, 22:48:01  Debug    IKE  e2e4ff25 5a63042e fb78868b 7de81281 d75ebd9e 1e0833bf 1df42981 55a0fc29

Jun 08, 22:48:01  Debug    IKE  da6e857f 7df1de38 2622ed1d 5ad7bcad 87ed5582 e1d7c038 9fcb3192 abb03ee3

Jun 08, 22:48:01  Debug    IKE  85af7e2b 0a6f58a6 7a64a2b7 1dd7232f 4575c30d 14b45e96 09aadd67 e0a265bd

Jun 08, 22:48:01  Debug    IKE  157734fb 3eef87e2 9d99729d f0e8d339 f2e14567 81694b06 7b142adb d0f275c3

Jun 08, 22:48:01  Debug    IKE  0500000c 01000000 c0a8d702 00000010 04000000 0a010100 ffffff00

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  HASH computed:

Jun 08, 22:48:01  Debug    IKE  f52c6cbd 059c76f6 2ea45186 4f5527ed a29ee59f

Jun 08, 22:48:01  Debug    IKE  total SA len=76

Jun 08, 22:48:01  Debug    IKE  00000001 00000001 00000044 01030402 00d2d9c2 0300001c 01030000 80010001

Jun 08, 22:48:01  Debug    IKE  80027080 80040001 80050001 80030002 0000001c 02030000 80010001 80027080

Jun 08, 22:48:01  Debug    IKE  80040001 80050002 80030002

Jun 08, 22:48:01  Debug    IKE  begin.

Jun 08, 22:48:01  Debug    IKE  seen nptype=2(prop)

Jun 08, 22:48:01  Debug    IKE  succeed.

Jun 08, 22:48:01  Debug    IKE  proposal #1 len=68

Jun 08, 22:48:01  Debug    IKE  begin.

Jun 08, 22:48:01  Debug    IKE  seen nptype=3(trns)

Jun 08, 22:48:01  Debug    IKE  seen nptype=3(trns)

Jun 08, 22:48:01  Debug    IKE  succeed.

Jun 08, 22:48:01  Debug    IKE  transform #1 len=28

Jun 08, 22:48:01  Debug    IKE  type=SA Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:48:01  Debug    IKE  type=SA Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:48:01  Debug    IKE  life duration was in TLV.

Jun 08, 22:48:01  Debug    IKE  type=Encryption Mode, flag=0x8000, lorv=Tunnel

Jun 08, 22:48:01  Debug    IKE  type=Authentication Algorithm, flag=0x8000, lorv=hmac-md5

Jun 08, 22:48:01  Debug    IKE  type=Group Description, flag=0x8000, lorv=2

Jun 08, 22:48:01  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:01  Debug    IKE  transform #2 len=28

Jun 08, 22:48:01  Debug    IKE  type=SA Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:48:01  Debug    IKE  type=SA Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:48:01  Debug    IKE  life duration was in TLV.

Jun 08, 22:48:01  Debug    IKE  type=Encryption Mode, flag=0x8000, lorv=Tunnel

Jun 08, 22:48:01  Debug    IKE  type=Authentication Algorithm, flag=0x8000, lorv=hmac-sha

Jun 08, 22:48:01  Debug    IKE  type=Group Description, flag=0x8000, lorv=2

Jun 08, 22:48:01  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:01  Debug    IKE  pair 1:

Jun 08, 22:48:01  Debug    IKE  0x30a160: next=0x0 tnext=0x30a430

Jun 08, 22:48:01  Debug    IKE  0x30a430: next=0x0 tnext=0x0

Jun 08, 22:48:01  Debug    IKE  proposal #1: 2 transform

Jun 08, 22:48:01  Debug    IKE  total SA len=48

Jun 08, 22:48:01  Debug    IKE  00000001 00000001 00000028 01030401 690eab5b 0000001c 01030000 80010001

Jun 08, 22:48:01  Debug    IKE  80027080 80040001 80050001 80030002

Jun 08, 22:48:01  Debug    IKE  begin.

Jun 08, 22:48:01  Debug    IKE  seen nptype=2(prop)

Jun 08, 22:48:01  Debug    IKE  succeed.

Jun 08, 22:48:01  Debug    IKE  proposal #1 len=40

Jun 08, 22:48:01  Debug    IKE  begin.

Jun 08, 22:48:01  Debug    IKE  seen nptype=3(trns)

Jun 08, 22:48:01  Debug    IKE  succeed.

Jun 08, 22:48:01  Debug    IKE  transform #1 len=28

Jun 08, 22:48:01  Debug    IKE  type=SA Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:48:01  Debug    IKE  type=SA Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:48:01  Debug    IKE  life duration was in TLV.

Jun 08, 22:48:01  Debug    IKE  type=Encryption Mode, flag=0x8000, lorv=Tunnel

Jun 08, 22:48:01  Debug    IKE  type=Authentication Algorithm, flag=0x8000, lorv=hmac-md5

Jun 08, 22:48:01  Debug    IKE  type=Group Description, flag=0x8000, lorv=2

Jun 08, 22:48:01  Debug    IKE  hmac(modp1024)

Jun 08, 22:48:01  Debug    IKE  pair 1:

Jun 08, 22:48:01  Debug    IKE  0x30a770: next=0x0 tnext=0x0

Jun 08, 22:48:01  Debug    IKE  proposal #1: 1 transform

Jun 08, 22:48:01  Debug    IKE  begin compare proposals.

Jun 08, 22:48:01  Debug    IKE  pair[1]: 0x30a770

Jun 08, 22:48:01  Debug    IKE  0x30a770: next=0x0 tnext=0x0

Jun 08, 22:48:01  Debug    IKE  prop#=1 prot-id=ESP spi-size=4 #trns=1 trns#=1 trns-id=3DES

Jun 08, 22:48:01  Debug    IKE  type=SA Life Type, flag=0x8000, lorv=seconds

Jun 08, 22:48:01  Debug    IKE  type=SA Life Duration, flag=0x8000, lorv=28800

Jun 08, 22:48:01  Debug    IKE  type=Encryption Mode, flag=0x8000, lorv=Tunnel

Jun 08, 22:48:01  Debug    IKE  type=Authentication Algorithm, flag=0x8000, lorv=hmac-md5

Jun 08, 22:48:01  Debug    IKE  type=Group Description, flag=0x8000, lorv=2

Jun 08, 22:48:01  Debug    IKE  peer's single bundle:

Jun 08, 22:48:01  Debug    IKE  (proto_id=ESP spisize=4 spi=690eab5b spi_p=00000000 encmode=Tunnel reqid=0:0)

Jun 08, 22:48:01  Debug    IKE  (trns_id=3DES encklen=0 authtype=hmac-md5)

Jun 08, 22:48:01  Debug    IKE  my single bundle:

Jun 08, 22:48:01  Debug    IKE  (proto_id=ESP spisize=4 spi=00d2d9c2 spi_p=00000000 encmode=Tunnel reqid=42:41)

Jun 08, 22:48:01  Debug    IKE  (trns_id=3DES encklen=0 authtype=hmac-md5)

Jun 08, 22:48:01  Debug    IKE  (trns_id=3DES encklen=0 authtype=hmac-sha)

Jun 08, 22:48:01  Debug    IKE  matched

Jun 08, 22:48:01  Debug    IKE  ===

Jun 08, 22:48:01  Debug    IKE  HASH(3) generate

Jun 08, 22:48:01  Debug    IKE  HASH with: 

Jun 08, 22:48:01  Debug    IKE  0090778c 47b95451 56c8c440 27c63b71 02c12bc8 8af522b7 3b47b85e b5903fae

Jun 08, 22:48:01  Debug    IKE  136e16f3 53

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  HASH computed:

Jun 08, 22:48:01  Debug    IKE  c28b9ba2 449ca3e3 5eb2b97c 0521bb2a 4c920fcf

Jun 08, 22:48:01  Debug    IKE  add payload of len 20, next type 0

Jun 08, 22:48:01  Debug    IKE  begin encryption.

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  pad length = 8

Jun 08, 22:48:01  Debug    IKE  00000018 c28b9ba2 449ca3e3 5eb2b97c 0521bb2a 4c920fcf b1d2e1f9 cfb8fe07

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  with key:

Jun 08, 22:48:01  Debug    IKE  7a610d5d 0cac943f 9d3208ce 0875c82b be04849b b739a30f

Jun 08, 22:48:01  Debug    IKE  encrypted payload by IV:

Jun 08, 22:48:01  Debug    IKE  89071292 92a0aa21

Jun 08, 22:48:01  Debug    IKE  save IV for next:

Jun 08, 22:48:01  Debug    IKE  0a7a3dd4 3ecea5ce

Jun 08, 22:48:01  Debug    IKE  encrypted.

Jun 08, 22:48:01  Debug    IKE  60 bytes from 192.168.215.2[500] to 192.168.215.224[500]

Jun 08, 22:48:01  Debug    IKE  sockname 192.168.215.2[500]

Jun 08, 22:48:01  Debug    IKE  send packet from 192.168.215.2[500]

Jun 08, 22:48:01  Debug    IKE  send packet to 192.168.215.224[500]

Jun 08, 22:48:01  Debug    IKE  1 times of 60 bytes message will be sent to 192.168.215.224[500]

Jun 08, 22:48:01  Debug    IKE  d5572f30 38b77e13 c6f4c775 1d7caa40 08102001 90778c47 0000003c 347ae403

Jun 08, 22:48:01  Debug    IKE  4bdc4d55 9e60f9eb b3b3c70c 207fb18e 9c19919f 0a7a3dd4 3ecea5ce

Jun 08, 22:48:01  Debug    IKE  compute DH's shared.

Jun 08, 22:48:01  Debug    IKE  77f3849a 45f6d514 58780194 6a613706 ac01cda5 eefad88c e70b3324 f752d8fe

Jun 08, 22:48:01  Debug    IKE  40565b43 19dd3691 9346a9a3 05d1fa31 2929bbdc 0378d4bb f22f0b02 bb61d6e4

Jun 08, 22:48:01  Debug    IKE  92824952 fd0911bd ba630e97 e12f717b 5bf4bc86 1860bc8e e6bacda2 9ad1c821

Jun 08, 22:48:01  Debug    IKE  75af65fa d4c02073 fa058368 62746ac7 0ff6dd5c 5e5f700f e00dbef1 22ac0568

Jun 08, 22:48:01  Debug    IKE  KEYMAT compute with

Jun 08, 22:48:01  Debug    IKE  77f3849a 45f6d514 58780194 6a613706 ac01cda5 eefad88c e70b3324 f752d8fe

Jun 08, 22:48:01  Debug    IKE  40565b43 19dd3691 9346a9a3 05d1fa31 2929bbdc 0378d4bb f22f0b02 bb61d6e4

Jun 08, 22:48:01  Debug    IKE  92824952 fd0911bd ba630e97 e12f717b 5bf4bc86 1860bc8e e6bacda2 9ad1c821

Jun 08, 22:48:01  Debug    IKE  75af65fa d4c02073 fa058368 62746ac7 0ff6dd5c 5e5f700f e00dbef1 22ac0568

Jun 08, 22:48:01  Debug    IKE  0300d2d9 c2b95451 56c8c440 27c63b71 02c12bc8 8af522b7 3b47b85e b5903fae

Jun 08, 22:48:01  Debug    IKE  136e16f3 53

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_md5)

Jun 08, 22:48:01  Debug    IKE  encklen=192 authklen=128

Jun 08, 22:48:01  Debug    IKE  generating 640 bits of key (dupkeymat=4)

Jun 08, 22:48:01  Debug    IKE  generating K1...K4 for KEYMAT.

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  31958c03 a4811a6f 3721fed0 228d9e53 50cd31ea 546ca648 36d0c156 4bf1f845

Jun 08, 22:48:01  Debug    IKE  bc924f8d ee123dba 296d5b7d 2b01673c 9ca6de8a d43082e6 a2f14079 3a71b6c9

Jun 08, 22:48:01  Debug    IKE  e15ea4f4 55bab24e eb14ce56 40801c83

Jun 08, 22:48:01  Debug    IKE  KEYMAT compute with

Jun 08, 22:48:01  Debug    IKE  77f3849a 45f6d514 58780194 6a613706 ac01cda5 eefad88c e70b3324 f752d8fe

Jun 08, 22:48:01  Debug    IKE  40565b43 19dd3691 9346a9a3 05d1fa31 2929bbdc 0378d4bb f22f0b02 bb61d6e4

Jun 08, 22:48:01  Debug    IKE  92824952 fd0911bd ba630e97 e12f717b 5bf4bc86 1860bc8e e6bacda2 9ad1c821

Jun 08, 22:48:01  Debug    IKE  75af65fa d4c02073 fa058368 62746ac7 0ff6dd5c 5e5f700f e00dbef1 22ac0568

Jun 08, 22:48:01  Debug    IKE  03690eab 5bb95451 56c8c440 27c63b71 02c12bc8 8af522b7 3b47b85e b5903fae

Jun 08, 22:48:01  Debug    IKE  136e16f3 53

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_md5)

Jun 08, 22:48:01  Debug    IKE  encklen=192 authklen=128

Jun 08, 22:48:01  Debug    IKE  generating 640 bits of key (dupkeymat=4)

Jun 08, 22:48:01  Debug    IKE  generating K1...K4 for KEYMAT.

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_sha1)

Jun 08, 22:48:01  Debug    IKE  7b20f032 9a90fc59 172ee364 6acd6202 28116836 dd731990 5fb959cb 591daf13

Jun 08, 22:48:01  Debug    IKE  e992af08 bc544379 dacdc42b cf7e1a83 3e5cfe93 839cce1b 76f121f0 025ced64

Jun 08, 22:48:01  Debug    IKE  1c6b8f12 9ce2599f 483741f5 b3c41f7f

Jun 08, 22:48:01  Debug    IKE  KEYMAT computed.

Jun 08, 22:48:01  Debug    IKE  call pk_sendupdate

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_md5)

Jun 08, 22:48:01  Debug    IKE  call pfkey_send_update_nat

Jun 08, 22:48:01  Debug    APP  Received SADB message type UPDATE, 192.168.215.224 [0] -> 192.168.215.2 [0]

Jun 08, 22:48:01  Debug    APP  SA change detected

Jun 08, 22:48:01  Debug    IKE  pfkey update sent.

Jun 08, 22:48:01  Debug    IKE  encryption(3des)

Jun 08, 22:48:01  Debug    IKE  hmac(hmac_md5)

Jun 08, 22:48:01  Debug    IKE  call pfkey_send_add_nat

Jun 08, 22:48:01  Debug    APP  Received SADB message type ADD, 192.168.215.2 [0] -> 192.168.215.224 [0]

Jun 08, 22:48:01  Debug    APP  SA change detected

Jun 08, 22:48:01  Debug    APP  Connection Linksy WRV200 is up

Jun 08, 22:48:01  Debug    IKE  pfkey add sent.

Jun 08, 22:48:01  Debug    IKE  get pfkey UPDATE message

Jun 08, 22:48:01  Debug    IKE  02020003 14000000 07000000 0c230000 02000100 00d2d9c2 04000102 00000000

Jun 08, 22:48:01  Debug    IKE  02001300 02000000 00000000 2a000000 03000500 ff200000 10020000 c0a8d7e0

Jun 08, 22:48:01  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d702 00000000 00000000

Jun 08, 22:48:01  Debug    IKE  04000300 00000000 00000000 00000000 80700000 00000000 00000000 00000000

Jun 08, 22:48:01  Debug    IKE  04000400 00000000 00000000 00000000 005a0000 00000000 00000000 00000000

Jun 08, 22:48:01  Debug    IKE  pfkey UPDATE succeeded: ESP/Tunnel 192.168.215.224[0]->192.168.215.2[0] spi=13818306(0xd2d9c2)

Jun 08, 22:48:01  Info     IKE  IPsec-SA established: ESP/Tunnel 192.168.215.224[0]->192.168.215.2[0] spi=13818306(0xd2d9c2)

Jun 08, 22:48:01  Debug    IKE  ===

Jun 08, 22:48:01  Debug    IKE  get pfkey ADD message

Jun 08, 22:48:01  Debug    IKE  02030003 14000000 07000000 0c230000 02000100 690eab5b 04000102 00000000

Jun 08, 22:48:01  Debug    IKE  02001300 02000000 00000000 29000000 03000500 ff200000 10020000 c0a8d702

Jun 08, 22:48:01  Debug    IKE  00000000 00000000 03000600 ff200000 10020000 c0a8d7e0 00000000 00000000

Jun 08, 22:48:01  Debug    IKE  04000300 00000000 00000000 00000000 80700000 00000000 00000000 00000000

Jun 08, 22:48:01  Debug    IKE  04000400 00000000 00000000 00000000 005a0000 00000000 00000000 00000000

Jun 08, 22:48:01  Info     IKE  IPsec-SA established: ESP/Tunnel 192.168.215.2[0]->192.168.215.224[0] spi=1762569051(0x690eab5b)
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