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Introduction

This document describes the steps necessary tdislsta protected VPN connection between a Maaclie
and a Collax Server router/firewall. All information this document is based on the following assime
network.

Collax Server Setup

This section describes the necessary steps to a€tajiax Serverouter/firewall to accept incoming
connections.

For Encryption, X.509 certificates are beeing u§dtese are much easier to handle than RSA keys and
much more secure than PSK authentication.

Requirements (One of the following)

- Collax Business Server
- Collax Security Gateway
- Collax Platform Server incl. Module Net Security

Installation Media can be downloaded frarww.collax.com
Example Configuration

Collax Business Server
Hostname : cbs.collax.com
Localnet : 172.17.0.0/24
Certificate : VPN_CBS

IPSecuritas VPN-Client
Virtual Address :192.168.9.10
Certificate: VPN_MAC

NAT traversal.

NAT traversal is a technology with which a VPN alidbehind a masquerading router can establish a VPN
tunnel. For this purpose, the IPSec packets arppechin UDP packets, which can be masqueraded wtitho
any risk. If enabled, this global option will beetked individually every time a connection is ebshied

and used where appropriate.
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To enable NAT traversal, you have to enter theodidbr configuring general link settings.
This dialog is located under « SettingsNetworking Links  General »

Generate Certificate Authority (CA)

Before you generate your own certificates, you mvapt to generate your own CA certificate first. TO&
certificate is used to sign other certificates.
This dialog is located under « SettingsUsage Policy Certificates X.509 Certificates »

As certificates signed by the CA certificate expitegen the CA certificate expires, be sure to set a
sufficiently long period (e.g. 5 years)

Generate Local Server Certificate

Next we generate a local server certificate aneicé¢he CA certificate to be used for signing thavn
certificate.
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Generate Non-local Server Certificate

Next we generate a non-local server certificatesatelct the CA certificate to be used for signimg hew
certificate.
Important; Do not set a passphrase (Section Iggntit
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Export Certificate

To be able to use the non-local certificate fordlent, it must be downloaded from the Collax ®ervhe
certificate is exported in the PKCS#12 format.

The password is used to encrypt the export file password is needed again when importing theficaté
on the client.

Create Virtual VPN Network

Before creating a VPN dialin link, we need to seampadditional network for the VPN client.
This dialog is located under « SettingsNetworking Networks Configuration »

Routing

To to able to reach the LocalNet, we have to abownections from the virtualVPNnet.

This dialog is located under « SettingsNetworking Firewall —Matrix »

The firewall matrix is a visual representation loé integrated firewall. This matrix determines whic
network connections are allowed or blocked.

IPSec Proposals

This dialog deals with the definition of encryptiorethods and hash algorithms for the various stafjes
VPN connections. These predefined IPSec propoaalde assigned to the desired VPN connections
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This dialog is located under « SettingsNetworking Links  IPSec Proposals »

VPN Dialinlink

We have to create a VPN dialin link, to wait foe tiemote party to establish a connection.
This dialog is located under « SettingsNetworking Links  Configuration »
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IPSecuritas Setup
This section describes the necessary steps to B&Bgeuritas to connect to thmllax Serverouter/firewall.

Start IPSecuritas
Unless it is already running, you should start iEUBas now.

Import Certificate
We import the Clientcertificate by changeing to thenuCertificates  Import and choose the previously
exported certificate file. The password is useddorypt the export file.
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After import it is in the list of certificates.

800

Zertifikate

| Zertifikate

@[=] -]

{ Zertifikate | Zertifikatsanforderungen

Inhaber

Allgemeiner Name: VPN_MAC

Organisation: Collax GmbH
Bereich: Support
Ort: lsmaning

Bundesland/Kanton: Bayern

Zusatzinformation

Version: 3
Serien- 02
nummer:

Schliissel: 2048 bits

MD5 Finger- EB:AG:73:6B:4D:

-y e abdruck: 93:3?:89:15:9F:E0:69:90:
X.500: /C=DE/ST=Bayern/L=Ismaning/O=Collax GmbH/OU=5upport/CN=VPN_MAC
Aussteller Giiltighkeit
Allgemeiner Name: VPN_CA Nicht vor: Jul 06, 2010, 15:50

Organisation: Collax GmbH
Bereich: Support
Ort: lsmaning

Bundesland fKanton: Bayern
Land: DE

Nicht nach:  Jul 03, 2020, 15:50
Status:

X509v3 Erweitarungen
Constraints: CAFALSE
Alt. Name: -

X.500: JC=DE/ST=Bayern/L=Ismaning /0= Collax GmbH yOU=Support/CN=VPN_CA

Create Connection

Change t@Connectionsmenu and sele&dit Connections(or press AppleKey-E).

800

Verbindungen

[ Verbindungen

Collax

L+ RT] - a[=/a]

{ Generell |« Phase1l Phase2 ID DNS

Firewalladresse: chs.collax.com

Lokaler Endpunkt ] Bevorzuge IPv6 Adresse

Modus: IP Adresse (optional):

| Host [ 192.168.9.10

Entfe rnter Endpunkt

Modus: Netzwerkadresse:

Wemzwerk 3] 71755700

Netzwerkmaske (CIDR):

General Settings
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[ Verbindungen

[ Generell | Phasel | Phase2

ID DNS Optionen

Collax

Giltigkeit: 600

[ Minuten

4

DH Gruppe: | 1536 (5) B‘
Verschliisselung: | AES 256 B‘

Authentifikation: | MD5

Exchange Mode: [ Main

)

Proposal Check: | Obey B‘

Nonce-Lange: 16

[+ KT -[a[e]a]]

[ Verbindungen

[ Generell = Phase1 |-Phase2| ID = DNS Optionen |

Collax

Giiltigkeit: 600

[ Minuten ¥

PES Cruppe: 1536 (5) B‘

Verschliisselung: Authentifikation:
] DES @ HMAC MD5

O HMAC SHA-1
& AES 256 ) HMAC SHA-256
@ AES 192 [ HMAC SHA-384
# AES 128 b ) HMAC SHA-512
) EBlowfish 4 O Null
M ast 128 e

[+ R3] - A= a]s]

| Verbindungen

| Generell Phasel Phase2 | ID-| DNS Optionen 4

Collax
Lokale Identifikation: | Zertifikat |
Entfernte Identifikation: [ Adresse I-G-q
Authentifikationsmethode: [Zertiﬁk,ate H-q
Lokales Zertifikat: | Vpn_Mac

[
[

Entferntes Zertifikat:

CA priifen

[+ a] - [A[=]ala]

Phase 1 Settings

Phase 2 Settings

ID Settings
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[ Generell Phase 1 = Phase 2 ID |~DNS| Optionen 1

[ Verbindungen
Collax

a Domain-spezifische DNS Server

Domains:

muc.collax.com

[+]-]

Name Server Adressen:
172.17.0.1

EXNEIRGI=NE

[Verbindungen ! Generell Phasel Phase2 ID DNS | Optionen |
Collax

# IPSec DOI || Generiere Palicy

a SIT_IDENTITY_ONLY || Support Proxy

[ Identifikation priifen M Zertifikat anfordern

# Initial Contact [ Zertifikat prifen

| Benutze MODE_CFG M Zertifikat senden

# Lokale IP in entf. Netzwerk M Einmalige SA
™ Adresspriifung unterlassen [_| IKE Fragmentierung

|| Passiv
NAT-T:
"] Verbindungsiiberpriifung
| Nach Zeitiiberschreitung: | Aufgeben =]

[+ Ha] - [A[=]a]

DNS Settings

Options




